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Notices

Malwarebytes products and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by
law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or
display any part, in any form, or by any means. You may copy and use this document for your internal reference purposes only.

This document is provided “as-is.” The information contained in this document is subject to change without notice and is not
warranted to be error-free. If you find any errors, we would appreciate your comments; please report them to us in writing.

The Malwarebytes logo is a trademark of Malwarebytes. Windows is a registered trademark of Microsoft Corporation. All other
trademarks or registered trademarks listed belong to their respective owners.

Copyright © 2018 Malwarebytes. All rights reserved.

Third Party Project Usage

Malwarebytes software is made possible thanks in part to many open source and third-party projects. A requirement of many of
these projects is that credit is given where credit is due. Information about each third-party/open source project used in
Malwarebytes software — as well as licenses for each — are available for viewing here:

https://www.malwarebytes.com/support/thirdpartynotices/

Sample Code in Documentation

The sample code described herein is provided on an "as is" basis, without warranty of any kind, to the fullest extent permitted by
law. Malwarebytes does not warrant or guarantee the individual success developers may have in implementing the sample code
on their development platforms. You are solely responsible for testing and maintaining all scripts.

Malwarebytes does not warrant, guarantee or make any representations regarding the use, results of use, accuracy, timeliness or
completeness of any data or information relating to the sample code. Malwarebytes disclaims all warranties, express or implied,
and in particular, disclaims all warranties of merchantability, fitness for a particular purpose, and warranties related to the code, or
any service or software related there to.

The Malwarebytes Protection Strategy

Malwarebytes' products incorporate several prevention features which utilize a layered defense strategy to protect you against
malware threats which you face daily. Each layeris designed to disrupt the attack chain at a different stage. While all Malwarebytes
products are highly effective in dealing with attacks that are becoming all too commonplace, our protection capabilities are most
effective when you take advantage of the full product suite, allowing each prevention layer to do the job they are best suited for.

[t's your data. Protect it wisely!
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What is Ransomware?

In the simplest terms, the name ransomware says it all. It is a method by which your files are hijacked, encrypted, and held for
ransom by attackers until you pay the ransom. If you wait too long, the price goes up. Wait longer, and you lose the opportunity
to pay the ransom and lose your files in the process. If that worries you, it should!

How Malwarebytes Protects Against Ransomware

Ransomware is a type of malware, and because of the danger which it presents, it receives a lot of attention. It often arrives on
your endpoint because of unpatched or little-known vulnerabilities which are exploited by attackers. Some applications are so
attack-prone that users elect not to use them. If the vulnerability is in the operating system, users have few choices available to
them. Patches and updates are released to counter the vulnerabilities, but there is no guarantee that eliminating old vulnerabilities
will not create new ones. Malwarebytes uses a multi-layer approach to protect your endpoints against the threat of ransomware.

The average user may be a target for any or all of these threats at any given time. It does not matter which websites they frequent,
or which emails they open. Threats exist, so protection is warranted.

Businesses face a greater threat of attack. Intellectual property and financial information are but two types of information which
attackers want. The attackers may be competitors, foreign governments, identity thieves, anarchists or simply a computer-savvy
person with a grudge. They will use whatever methods at their disposal to mine their targets for information. These include
phishing, social engineering, malvertising, probing networks for weaknesses, and back-door access through unsuspecting
business partners. The list of reasons goes on forever, as does the list of methods that attackers use.

As long as attackers have a motive to launch threats against a business or consumer computer, they will do that. They will also
continue to become more effective in that process. We believe everyone has a fundamental right to a malware-free existence. Our
mission is to create the best disinfection and protection solutions to combat the world’s most harmful Internet threats. Our mission
never stops!

You can learn more about Malwarebytes security technologies at http://www.malwarebytes.com/business/.

The Importance of Backups

Everyone hears about the importance of data backups. This is nothing new. Ransomware introduces a new variable. While
Malwarebytes Anti-Ransomware is very effective at eliminating the threat of ransomware on your computer, it is always possible
that you could be patient zero, the first — or one of the first — victims of a new attack method. Classification of ransomware is not
instantaneous. A handful of files may get encrypted before the attack can be considered ransomware, and these files may not be
able to be saved. Data backups are your best preventive measure to keeping your data intact.
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System Requirements

Following are minimum requirements for an endpoint on which Malwarebytes Anti-Ransomware may be installed. Please note
that these requirements do not include any other functionality that the endpoint is responsible for.

Hardware Requirements

o  Operating System: Windows 10 (32/64-bit), Windows 8.1 (32/64-bit), Windows 8 (32/64-bit), Windows 7 (32/64-bit)
e  (PU: 800 MHz or faster

e RAM: 1024 MB

o  Free Disk Space: 100 MB

e Recommended Screen Resolution: 1024x768 or higher

e  Active Internet connection

External Access Requirements

If your company’s Internet access is controlled by a firewall, proxy server, or other access-limiting device, you must grant access
for Malwarebytes Anti-Ransomware to reach Malwarebytes services. These are:

https://data.service.malwarebytes.org Port 443 outbound
https://data-cdn.mbamupdates.com Port 443 outbound
https://hubble.mb-cosmos.com Port 443 outbound
https://keystone.mwbsys.com Port 443 outbound
https://meps.mwbsys.com Port 443 outbound
https://sirius.mwbsys.com Port 443 outbound
https://telemetry.malwarebytes.com Port 443 outbound

Please note: These URLs may not be configured to respond to pings.
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Installation

IMPORTANT NOTES:

NOTE 1: We recommend that you deploy Malwarebytes Anti-Ransomware in stages. Begin with a small number of endpoints
in a controlled environment, then add additional departments/endpoint groups until installation is complete on all

endpoints. Unsigned applications are at a higher risk of being categorized as a false positive (legitimate file judged
to be malicious). This deployment method allows exclusions to be added where needed.

If you have been using the Malwarebytes Anti-Ransomware beta client, you must uninstall it before beginning
installation of the current version.

After downloading Malwarebytes Endpoint Security, you will find two Malwarebytes Anti-Ransomware installers in the
\Unmanaged\Windows\ directory. These files are:

. MBARW Business_Setup.msi
. MBARW-Business_Setup.exe

GUI Installation

To begin the installation, double-click on the Malwarebytes Anti-Ransomware installation file which you downloaded. A dialog box
will be displayed in the center of your screen labeled User Account Control. Verify that the publisher is Malwarebytes Corporation
and click Yes. Once approved, installation will begin. The installation program will display several screens to guide you through
the installation, and allows you to provide alternate information if you do not wish to accept installation defaults. Each screen will
also allow you to terminate installation if you do not wish to continue. Screens are as follows:

o Setup Preparation: This screen requests that you close all other applications, and temporarily disable both your anti-virus
program and firewall program before continuing.

e License Agreement: You must accept the terms of the license agreement if you wish to continue installation.

¢ Information Panel: A change log is presented in the form of an information panel.

e Select an Installation Directory: In most cases, you can simply click Next to accept the default location. Please note that
the amount of free disk space required for the program is listed at the bottom of this screen. You should assure that you
have sufficient disk space for the program as well as for program logs.

e  Selecta Start Menu Folder (optional): Links to start Malwarebytes Anti-Ransomware will be stored here.

o Ready to Install: A final confirmation is required from you to perform the installation.

¢ Installation Complete: You may also launch Malwarebytes Anti-Ransomware at this time.

At this point, program installation is complete.

MSI Silent Installation

The msi file is designed for use by the Microsoft Package Installer (msiexec), while the second file can be installed in the Windows
GUI by double-clicking on it, or on the Windows command line. To install using msiexec, the specific command is shown below.
Please note that the command is not case-sensitive.

msiexec /i MBARW Business_Setup.msi /quiet

EXE Silent Installation

If you wish to install the exe file from the Windows command line, begin by loading an administrative command prompt (right-
click on Command Prompt and select Run as Administrator). Navigate to the directory where the installer is located, and enter the
following command.

MBARW-Business_Setup.exe /SP- /verysilent /suppressmsgboxes
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Add Proxy Settings during Installation

If the target endpoint requires a proxy to connect to the Internet - a requirement for running Malwarebytes Anti-Ransomware, you
may do so during the Installation. Depending on your preferred method of deployment, you may add the following switches to
the Installation commands for EXE or MSI above:

/EnableProxy=<yes|no> /Port=<port> /Server=<server> [/User=<username>] [/Pass=<password>]
Here are examples of usage:

MBARW-Business_Setup.exe /SP- /verysilent /suppressmsgboxes /EnableProxy=yes /Port=19231
/Server=proxy.yourcompany.com /User=webuser /pass=webpass

msiexec /i MBARW Business_Setup.msi /quiet WRAPPED_ ARGUMENTS="/EnableProxy=yes /Port=19231
/Server=proxy.yourcompany.com /User=webuser /pass=webpass”

Please note: Proxy settings can only be configured during Installation.
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Dashboard

The view shown is the Dashboard. Clicking the Dashboard button from any other screen will lead you back to this screen. Its
primary purpose is to inform you of program status. As shown here, Malwarebytes Anti-Ransomware is fully functional and

protecting your system.

Malwarebytes Anti-Ransormware 0.9.18.797-1.1.86

Malwarebytes .
@ ANTI-RANSOMWARE O d _
Dashboard Quarantine Exdusions

@ Your system is protected

Real-Time Protection

@ Anti-Ransomware Protection is enabled Stop Protection

About

The next screenshot shows what you would see if you clicked the Stop Protection link.

Malwarebytes Anti-Ransormware 0.9.18.797-1.1.86

Malwarebytes .
@ ANTI-RANSOMWARE O _
Exdusions

Dashboard Quarantine

@ Your system is at risk

Real-Time Protection

@ Anti-Ransomware Protection is disabled Start Protection

About
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Both the banner and the status message have changed, and the Fix Now button is clearly shown in the banner.

Program status is also shown in the system tray, usually at the bottom left corner of your screen. That location may be different if
you elected to show it elsewhere. When the program is running properly, you will see the icon shown at the left. You may right-
click the icon to bring up a context menu as shown here. This allows you to stop ransomware protection, show the program
interface (if it had been minimized), or exit the application completely. If you stop protection, the icon will now show a red
exclamation point to indicate there is an issue with your protection. The context menu here will allow you to restart protection.

Show Malwarebytes Anti-Ransomware Show Malwarebytes Anti-Ransomware
i Stop Protection :,ﬁ'- Start Protection
Exit Exit

About screen

In the bottom right corner of the screen is the About button. When clicked, it takes you to the screen shown below.

Malwarebytes Anti-Ransormware 0.9.18.797-1.1.86 - O x

Malwarebytes @

ANTI-RANSOMWARE

@ About

Imagine a world without malware. We do.

Dashboard Quarantine Exdusions

Malwarebytes Anti-Ransomware is built by folks who believe an inspired community and brilliant code can defeat malvare.

Malwarebytes Anti-Ransomware is provided as is. Any expressed or implied warranties, including, but not limited to, the implied
warranties of merchantzability and fitness for a particular purpose is disclaimed. In no event shall the author be liable for any
direct, indirect, incidentzl, special, exemplary, or consequential damages, including, but not limited to, loss of use, datz, or
profits; or business interruption, however caused and on any theory of liability, including negligence or otherwise, arising in
any way from the use of this program.

Component Update Package: 1.1.86

Malwarebytes Anti-Ransomware business 0.9.18.797

© Malwarebytes. All rights reserved. Third-party notices
www.malwarebytes.com

Should you have the need to call for technical support on the anti-ransomware client, you may be asked for information which is
shown on this screen.
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Quarantine

Any files categorized as ransomware are accessible to the user on the Quarantine screen. Information about each file is presented
to assist you in determining whether it should be deleted. Once categorized as a potential threat, it is modified to prevent it from
performing any malicious activity, and then moved to Quarantine. Three action buttons are provided. These allow you to restore
individual files to their original unmodified condition (and to their original location on your file system), delete individual files, or
delete all files. Restoring a file is a once-only action, and will not prevent that file from appearing in Quarantine at a later time.

A screenshot of the Quarantine screen is shown here.

) Malwarebytes Anti-Ransomware 0.9.18.797-1,1,86 - O *

Malwarebytes

ANTI-RANSOMWARE

@ Quarantine

These threats have been quarantined by your Malwarebytes Anti-Ransomware. They do not pose a threat when
quarantined. You may restore or delete these threats. Threats deleted from gquarantine will be permanently removed
from your computer.

Quarantine Exdusions

Dashboard

Threat Name Date Type Location
Malware.Ransom.Agent... 8/4/2017 11:42 AM File C:\Users\admin\Deskto...

Please Note: That there may be files categorized as ransomware which are actually not malicious. This is referred to as a false
positive. Detection methods are not foolproof, and we prefer to err on the side of caution to provide the best possible protection
for our users.

To delete or restore a file from Quarantine, click the file to select it, then click the button corresponding to your desired action. To
perform this operation on multiple files, click the first file, then shift-click to select a contiguous group of files, or ctrl-click on each
file to be acted upon, then click the button corresponding to your desired action.

Notifications

If a file has been categorized as ransomware by Malwarebytes Anti-Ransomware, it will be moved to Quarantine and you will be
notified in the lower right corner of your screen. A sample notification is shown below in the screenshot to the left.

) Malwarebytes Anti-Ransomware 89 Malwarebytes Anti-Ransomware

@ Ransomware Detected @ Reboot Required
Malwarebytes has blocked ransomware activity.
Process: Ci'Users\admin\Desktop\ActSim 22\TestRansomware exe
Action: Moved to Quarantine

Malwarebytes Anti-Ransomware has removed a ransomware threat.
‘Your computer must be restarted to successfully complete the process.

Would you like to restart now?
Close

Yes No

We must assume that if ransomware activity was present on the endpoint, the possibility exists for damage caused by memory-
resident malware which could survive even if the file which contained the malware was safely removed. For this reason, the
endpoint should be rebooted to assure that the ransomware — in all possible forms — has been removed. A screenshot of that
notification message is shown above in the screenshot to the right.
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Exclusions

This screen allows you to specify files and folders to be excluded from analysis by Malwarebytes Anti-Ransomware. As mentioned
in the previous section, a file which is restored after appearing in Quarantine will continue to be quarantined unless and until it is
listed as an exclusion. You will not want to exclude a file out of convenience, as that file may be malicious. You should only exclude

afile if you know and trust the file.

Malwarebytes Anti-Ransormware 0.9.18.797-1.1.86

Mal bytes
ANTI-RANSOMWARE

Dashboard

Quarantine Exdusions

@ Exclusions

Add files which will be excluded from detection as ransemware.

Category Path

C:\Program Files

Folder C:\Program Files\WMware\WMware Tools

Clear Exclusions

Add File | Add Folder

You may add a file or folder to the Exclusions list, using a selection window click the Add File button to launch the Add File Exclusion

window as shown below.

Add File Exclusion
&« - P » This PC » Local Disk (C:) » evil_lurks v O
Organize = Mew folder

[&] Pictures + " MName Date modified
J! Music
m Videos

[ Spycar 8/3/2017 6:24 PM

f@a OneDrive

3 ThisPC
[ Desktop
Documents
& Downloads
J! Music
[&] Pictures
m Videos
‘e Local Disk (C:)

YR ' i RS

*
Search evil_lurks o
=~ M @
Type Size
Application O KB

File name: | Spycar

Cance'
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If you wish to exclude multiple files within a single directory, you must exclude each individually. You may exclude as many files
as you wish, but they must be specified individually. Once specified, the file(s) will appear in the Exclusion List in the main window.
Please note that the dimensions of this window have been modified from the size that the window opens to initially. This was
done for clarity of presentation here. You may modify the size of this window to suit your needs as well. You may also add an
exclusion for a folder. This type of exclusion would typically be added if you know and trust every file in the folder, and there was
no chance for any file in that directory to be a carrier of ransomware.

{&) Add Folder Exclusion *
- v 4 <« Local Disk (C) » Program Files (x86) » LAPS » v O Search LAPS 2

Organize = Mew folder = - 0
b Pragram Files (™ Mame Date modified Type Size
Commen File CSE 8/3/2017G49PM  Filefolder
Internet Explc
» LAPS
Microsoft.ME
Mozilla Firefo
Mozilla Maint
Windows Def
Windows Ma
Windows Me
Windows Mu
Windows NT

Windows Phe
LU 4 >

Y P, S

Folder: | CSE |

Select Folder Cancel

To remove a file from the Exclusions list, click the file to select it, then click Remove. To remove multiple files, click the first file,
then shift-click to select a contiguous group of files, or ctrl-click on each file to be removed from the list, then click Remove. To
remove all files from the Exclusion list, click the Clear Exclusions link.
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Appendix A: Command Line Reference Guide

Malwarebytes Anti-Ransomware utilizes a second executable (malwarebytes_assistant.exe) to pass a limited set of command line
parameters. The command line structure uses actions and modifiers. Actions are specified with a double hyphen (“—-"). Modifiers
are specified in plain text, and must be separated from actions by spaces. Modifiers which include embedded spaces must be
surrounded by double quote characters. In addition, the following conventions are used:

e  Required specifications are encased by angle brackets
Example: malwarebytes_assistant <——action> <modifier>

o  Choice of modifiers are separated by vertical bars
Example: malwarebytes_assistant <——action> <modifier_1|modifier_2>

Commands listed here are primarily used by a system administrator via script, batch file, GPO updates, or remote desktop. In
certain instances, the admin has configured Malwarebytes Anti-Ransomware to operate as a task which is invisible to the user.
When this is the case, command line tools offer the only method of modifying program configuration on the endpoint.

Protection

This command starts or stops anti-ransomware protection on the endpoint.

Usage:
malwarebytes_assistant <——protection | ~—p> <parameter>

Purpose:
This command starts or stops anti-ransomware protection on the endpoint. The action <protection> may also be
represented by <p>.

Modifier:
<parameter> Valid modifiers for this command are start and stop.

Examples:
malwarebytes_assistant --protection start
malwarebytes_assistant --p stop

Exclusions

This command allows exclusions to be added or deleted from ransomware analysis.

Usage:
malwarebytes_assistant <——exclusions | ~—x> add <parameter>
malwarebytes_assistant <——exclusions | ——x> delete-all

Purpose:
This command allows exclusions to be added or deleted from ransomware analysis. An added exclusion is a file which
will not be tested as potential ransomware. An exclusion which has been deleted will be tested as a potential source of

ransomware.
Parameters:

<parameter> Afile or folder which will be excluded from testing. If the file/folder contains embedded spaces, the

file/folder should be surrounded by double quotes so that the full string is excluded as intended.

Examples:

malwarebytes_assistant ——exclusions add c:\safe_file.exe Exclude a file

malwarebytes_assistant ——x add “c:\work files\safe_file.exe” Exclude a file (embedded space in folder name)

malwarebytes_assistant ——exclusions delete-all Delete all exclusions
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Quarantine

This command allows quarantined files to be restored on the file system, or permanently deleted.

Usage:
malwarebytes_assistant <——quarantine | ——q> restore <parameter>
malwarebytes_assistant <——quarantine | ——q> delete-all
malwarebytes_assistant <——quarantine | ——q> restore-all

Purpose:
This command allows quarantined files to be restored on the file system, or permanently deleted. Restored files will
behave as normal files prior to their quarantining, and will be subject to testing as a possible source of ransomware.

Parameters:

<parameter> A file which should be restored on the file system. The file will be subject to testing as a source of
ransomware unless it is added to exclusions.

Examples:
malwarebytes_assistant ——quarantine add c:\safe_file.exe Quarantine a file
malwarebytes_assistant ——q add “c:\work files\safe_file.exe” Quarantine a file (embedded space in folder name)
malwarebytes_assistant ——quarantine delete-all Delete all quarantined files
malwarebytes_assistant ——quarantine restore-all Restore all quarantined files to the file system
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